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BUGS EVERYWHERE



ASKING AIRCRAFT DESIGNERS ([ |ASKING BUILDING ENGINEERS

ASKING SOFTWARE

ABOUT AIRPLANE SAFETY: || |ABOUT ELEVATOR SAFETY: | || ENGINEERS ABOUT
NOTHING 15 EVER FOOLPROOF | ELEVATORS ARE. PROTECTED By | LCOMPUTERIZED VOTING:
BUT MODERN AIRLNERS ARE. | MULTIPLE. TRIED-AND-TESTED |

INCREDIBLY RESILIENT, FLYING IS | FAILSAFE MECHANISMS, THEYRE |  THATS TERRIFYING.
THE SAFEST WAY 0 TRAVEL. | NEARLY INCAPABLE OF FALLING.

\JAIT, REALLY? THEY SAY THEY'VE FIXED IT WITH
DON'T TRUST OTING SOFTUARE. AND DONT | | SOMETHING CALLED "BLOCKCHAINS
LISTEN TO ANYONE WHO TELLS YOU ITS SAFE. AAAAA!!

WHY? ) WHATEVER THEY S0LD

I DONT QUITE KNOW HOW To PUT THIS, BUT YOU, DON'T TOUCH lT
OUR ENTIRE FIELD IS BAD AT WHAT WE DO, BURYITWTHEDEsERT
VEAR GLOVES

\HND IF YOU RELY ON US, EVERYONE WILLDEE.

/

P

hitps:/xked.com/2030/



https://xkcd.com/2030/

S0, now what?






That’s... complicated.

* Software testing
* New languages and compilers
* Static analysis

* lmproved processes



Software Testing




Manval Testing

* How we all tested our first “Hello, World”
programs

* Runit, vseit, seeif it does the right thing

* Give it to someone else to run and use, ask
thew if it did the right thing

* |f youre a AAA game studio, sell it to wmillions
of people and see what happens



Automated Testing

* A whole lot less boring
* Much, much faster (if you do it right)
* Kepeatable and more reliable

* |ncidentally, also quite a bit cheaper






“A comwmission attributed the primary cause to
general poor software design and development
practices rather than single-out specific coding
errors. In particular, the software was designed so
that it was realistically impossible fo testitina
clean avtomated way.”

— Nancy Levenson









What To Test



Good Test Cases

def foo(x: int, y: int) ><
x X
P £l
X X



Slice Endpoint
@Values (ﬁau’ubu’ucﬁ’ "d", nen)}é
' $start = 1; |
| $end = 3;
print @values[$start .. $end];

Va-l_ues — [Ilall’ Ilbll’ IICII’ Ildll’ Ilell]
istart =1

lend = 3

print(values|[start:end])




-
.
-P b ~—




“Always, ALWAYS test zero. Seriously.”

— Anonywous



New Languages and
Cowmpilers




Null Safety

private static void sayHello(String name) {
if (name.startsWith("George")) {
System.out.println("Hey, George! You're the best!");
return;

}

System.out.println("0h, hey there " + name + ".");

}

public static void main(String[] args) A
sayHello("George");
sayHello("Allison");
sayHello(null);

s

s



Rewrite in Kotlin

fun main() {
sayHello(
sayHello(
sayHello(null)

.H

fun sayHello(name: String) {
if (name.startsWith( )) {
println(
return

}
printin(




Mewory Safety

#define P_CREATE 1
#define P_DELETE 1 << 1
#define P_ADMIN 1 << 2

typedef struct {
char name[8];
uint8_t role;
} t_user;

int main(int argc, char xxargv) {
t_user xuser = malloc(sizeof(t_user));
user->role = atoi(argvl[2]);
for (int i = @; i < strlen(argv[1]); i++) {
user—>namel[i] = argvI[1][i];
}

if (user->role & P_ADMIN) {
printf("ADMIN");

} else {
printf("NOT ADMIN");

}




I+ Works!

T ——

'$ ./unsafe "george" 0

' P_CREATE : 1

'P_DELETE : 2

'P_ADMIN : 4

| 1d : george
‘role : 0

'NOT ADMIN




Pwned

|$ ./unsafe '"george00$(echo —-e '"\0004")" 0
| P_CREATE : 1
| P_DELETE : 2
| P_ADMIN : 4

'id  : george0®
|role : 4

| ADMIN




ldris

i | —

app : Vect na —> Vect ma —> Vect (n + m) a
app Nil yS yS
app (X :: XS) ys = X :: app XS ysS







Static Analysis




Guess Tha’r Value

null undefined "\t\r\n" "0’ 'false’

https:/martin-thoma.com/javascript-wtf/

https:/oithub.com/denysdovhan/wtfjs



https://github.com/denysdovhan/wtfjs
https://martin-thoma.com/javascript-wtf/




Pomain Mismatceh

* Sometimes an int isnt just an int
* Strictly positive values
* Units (inches, centimeters)
* Even or odd numbers

* Enuwms instead of magic strings or ints






Ilmproved Units

let hypotenuse w h = sqrt (w x w + h % h)

type Length = In of float | CM of float

let hypotenuse_units w h =
match (w, h) with

(In wi, In hi) —> In (hypotenuse wi hi)
(CM wc, CM hc) —> CM (hypotenuse wc hc)
(In wi, CM hc) —> CM (hypotenuse (wi * 2.54) hc)
(CM wc, In hi) —> CM (hypotenuse wc (hi / 2.54))

printfn "Dangerous: %f" (hypotenuse 4.0 5.0)
printfn "Safer : %0" (hypotenuse_units (In 4.0) (In 5.0))




Improved Processes



“There are two levels of code inspection, or
"eyeballing” the software looking for logic errors.
One level of inspection is by the coders themselves
and their peer reviewers. The second level is done

by the outside verification team.”

— “Computers in the Space
Shuttle Avionics System”

https:/www.history.nasa.qov/computers/Ch4-9.html



https://www.history.nasa.gov/computers/Ch4-5.html

Goto Fail

~if ((err = SSLHashSHAl.update(&hashCtx, &signedParams)) != 0)
| goto fail;

- goto fail;

// ..other checks..

- fail:
- // .buffer frees (cleanups)..
return err;

https:/blog.codecentric.de/en/2014/02/curly-braces/



https://blog.codecentric.de/en/2014/02/curly-braces/

NO NEED To DOUBLE CHECK NO NEED To Look AT

THIS CHANGE LiST, iF Somg PRo-

THiS CHANGE LiST ToO CcLOSEL,

1'M\ SuRe THE AUTHoR
UNOWS WHAT HE'S DoiNG.

BLEMS REMAIN THE REVIEWER
Will CATCH THEM.




737 MAX Debacle

https:/arstechnica.com/information-
technology/2018/1 1/indonesia-7 37-crash-
caused-by-safety-feature-change-pilots-
werent-told-of/

https:/www.seattletimes.com/business/
boeing-aerospace/black-box-data-reveals-lion-

air-pilots-strugale-against-boeings-727-max-
flight-control-system/



https://arstechnica.com/information-technology/2018/11/indonesia-737-crash-caused-by-safety-feature-change-pilots-werent-told-of/
https://arstechnica.com/information-technology/2018/11/indonesia-737-crash-caused-by-safety-feature-change-pilots-werent-told-of/
https://arstechnica.com/information-technology/2018/11/indonesia-737-crash-caused-by-safety-feature-change-pilots-werent-told-of/
https://arstechnica.com/information-technology/2018/11/indonesia-737-crash-caused-by-safety-feature-change-pilots-werent-told-of/
https://www.seattletimes.com/business/boeing-aerospace/black-box-data-reveals-lion-air-pilots-struggle-against-boeings-737-max-flight-control-system/
https://www.seattletimes.com/business/boeing-aerospace/black-box-data-reveals-lion-air-pilots-struggle-against-boeings-737-max-flight-control-system/
https://www.seattletimes.com/business/boeing-aerospace/black-box-data-reveals-lion-air-pilots-struggle-against-boeings-737-max-flight-control-system/
https://www.seattletimes.com/business/boeing-aerospace/black-box-data-reveals-lion-air-pilots-struggle-against-boeings-737-max-flight-control-system/

Software download failed. Do you want to
Retry?




https:/
www.makevseof.com/tag/
worst-programwing-
mistakes-in-history/



https://www.makeuseof.com/tag/worst-programming-mistakes-in-history/
https://www.makeuseof.com/tag/worst-programming-mistakes-in-history/
https://www.makeuseof.com/tag/worst-programming-mistakes-in-history/
https://www.makeuseof.com/tag/worst-programming-mistakes-in-history/

“If debugqing is the process of removing
bugs, then programming must be the
process of putting thewm in.”

— Ekdsger Dijkstra



